General Data Protection /

AAHHbIX
February 28 2020 / 28 ceBpans 2020 r.

Introduction, scope and objective

The Holcim’s General Data Protection Policy is
an integral part of the Holcim Directive
landscape. This policy should be read in close
conjunction with the Holcim policies and
directives.

1.1. Applicability of this General Data

Protection Policy

1.1.Holcim Ltd and its consolidated affiliated
group companies

This General Data Protection Policy
applies to all officers, directors and
employees of all grade and levels, and
other staff, including temporary or contract
staff, trainees, secondees and consultants
(together "Holcim Staff) of the Holcim Ltd
and its consolidated affiliated group
companies (“Holcim” or the “Group”)

Holcim Staff must make themselves
familiar with and fully comply with this
Policy when engaging in any data
protection activities.
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O6Owume npaBuna 3aWwWmTbl NEPCOHaNbHbIX

1.
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O HoLCIM

BBeneHune, obnactb gencTtBus
U uenb

Monntnka «O6Gwwme npaBuna  3awuTbl
JaHHbIX» Holcim gaBnsieTca HeoTbemMnemon
yacTblo Komnnekca gupektms Holcim. 3ty
OVpeKTMBY creagyeT paccmaTpuBatb B
TECHOW CBSI3M C NONUTUKaMM 1 OUPEKTMBAMMU
Holcim.

1.1. NMpumeHUMOCTb HacTosiwen
Monutukn «O6WMe npaBuna 3awmThbl
AaHHbIX»

1.1. Holcim Ltd N KOHCONMANPOBaHHbIE
adpdunupoBaHHbIe KOMAaHuM rpynnbl

HacToswwas Monntuka «Obwue
npaeuna 3awmTbl AaHHbIX» NPUMMEHMMa
KO BCEM  [OMDKHOCTHbIM  nuuam,
OVpeKkTopaMm W COTPyOHWKaM  BCEX
pa3psa0B M YPOBHEN, a TAKKe K APYroMy
nepcoHany, BKMYas BPEMEHHbIA uin
BHEWTATHLIN  MepcoHarn,  YYeHUKOB,
KOMaHOupyembIxX COTPYAHUKOB "
KOHCynbTaHTOB (ganee — «[lepcoHan
Holcim») N KOHCONMMONPOBAHHbIX
adUNUpoBaHHbIX KOMMNaHUM rpynnbl
(nanee — Holcim unu «pynnay).

MNepcoHan Holcim OOrmKeH
0O3HaKoOMUTbCA ¢ HacToswen MNonutukon
W NOMHOCTbIO ee cobngaTe npu
BbINONMHEHUM nNOObLIX AEeNcTBUA  No
3allUuTe AaHHbIX.
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1.2.

1.3.

1.2.

Associated Companies/ Joint Ventures

In associated companies or joint ventures
where Holcim does not exercise equity or
management control, the responsible
Group Executive Committee Member will
establish that the associated company or
joint venture is aware of this Policy and will
encourage its adoption or at least
essentially equivalent standards by such
associated company or joint venture.

Third Parties

This Policy should also be made binding
for Holcim’s suppliers, service providers,
other business partners and third parties to
the extent they perform data processing
services  for Holcim. Appropriate
provisions should be incorporated into any
service, contractor or other agreements
with such third parties.

Content in scope

This Policy sets the overarching framework of
Holcim's data protection rules and procedures.
It should be read in conjunction with Holcim's

other

relevant policies, guidelines and

procedures relating to data protection and data
security matters as detailed in Annex 2 to this
Policy.
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1.2. AccouunmpoBaHHble KoMnaHuu/
COBMECTHbIE NPeAnpuUaATUsS

B aCcCoLUMNPOBaHHbIX KOMMaHMsAX
W COBMECTHBIX npeanpuaTUsix,
B OTHOLWIEHMN KOTOpbiXx Holcim  He

OCYLLECTBISIET KOHTPONb B KayecTBe
COOCTBEHHMKA  WUNW  pPyKOBOAUTENS,
OTBETCTBEHHbIV yneH
WcnonHutenbHoro komuteta [pynnbl
yCTaHaBMnMBaeT, YTO accoLMMpoBaHHas

KOMMaHus unm COBMECTHOE
npeanpusitue 0OCBEOMIEHbI
O HacTosLLen Monuntuke,

N CNocoBCTBYET MPUHATUIO HacTOSsILLEN

MonuTtnke unm Kak MUHUMYM
B CYLLECTBEHHOM cTenexHn
pPaBHOLLEHHbIX cTaHgapToB
COOTBETCTBYIOLLEN  aCCOLMMPOBAHHOMN
KOMNaHven unm COBMECTHbIM
npeanpusiTuem.

1.3. TpeTbu nuua

Hactosiwasa lMonutuka Takke O0IMKHA
OblTb Obs3aTenbHa AN WUCMNONHEHUs
nocTaBLuKamm TOBapOB,
nocTasLLMKamu ycnyr, apyrumu
nenoBbIMn napTHepamu Holcim
N TPETbUMM  NULaMK,  €CNU  OHMU
oKasblBaoT Holcim ycnyrm no
06paboTke OaHHbIX. B cornaweHuns o6
OoKasaHuM ycryr, OOroBopbl noapsaa
N UHbIE COrnaLleHus C TakuMm TPETbUMHU

nMuamMm - OOrmkHbl  OblTb  BKIHOYEHb
Hagnexalluye nosfoXeHus.
1.2. CopepxaHue NMNonutukun
Hactoswas [Monutuka  ycTaHaBnvBaet
BCEOOBEMMIOLLYIO CTPYKTYPY npasun
u npoueayp Holcim no 3awurte AaHHbIX.
HacTosuyto OupekTusy cnegyet
paccmatpuBaTb COBMECTHO C  Apyrumu
COOTBETCTBYIOLUMHU nonMTuKamum,

pykoBoactBamu UK npoueaypamu Holcim,
CBSI3aHHbIMW C 3aluTor U obecnevyeHnem
0e30nMacHOCTU  OaHHbIX, YKa3aHHbIMM B
MpunoxeHnn 2 K HacToswen MNonuTuke.
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The Policy defines and explains the rules and
principles applied by Holcim when processing
personal data of our employees, customers and
any other individuals who are in contact with us.
It describes how we collect and process
personal data and which procedures we have
in place to protect and safeguard such personal

data.

MonuTuka onpegensieT W pasbsiCHSET
npasuna v NpuHUUnel, npumeHsemble Holcim
npn obpaboTke nepcoHanbHbIX OAHHbIX ee
COTPYOHMKOB, 3aKa34MKOB W NIOOLIX Apyrmx
U3MYECKUX NULL, KOTOPbIE KOHTaKTUPYIOT C
Hamu. [lonuTMka onNWCbiBaeT, Kak Mbl
cobvpaem u obpabaTbiBaeM nepcoHarbHble
OaHHble, U Kakue NpoLueaypbl y Hac MMetoTcs
ONS 3aLMTbI TaKUX NEePCOHarnbHbIX AaHHbIX.

2.

Policy Principles

2.1. Fair processing principles

Personal data shall always be:

a)

b)

c)

d)

processed lawfully, fairly and in a
transparent manner in relation to the data
subject  (lawfulness, fairness and
transparency);

collected for specified, explicit and
legitimate purposes and not further
processed in a manner that is incompatible
with those purposes (purpose limitation);

adequate, relevant and limited to what is
necessary in relation to the purposes for
which they are processed (data
minimization);

accurate and, where necessary, kept up to
date; inaccurate data, having regard to the
purposes for which they are processed,
should be erased or rectified without delay
(accuracy);

stored only as long as necessary for the
purposes for which they are processed or
otherwise permitted or required by
applicable law (storage limitation); and
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2.

MpuHumunsl NonuTtukn

2.1. MpuHUMNLI cnpaBegnMBON

ob6paboTku

rlepCOHaJ'IbeIe AaHHble OOJKHbI BCeraa:

a)

b)

d)

obpabaTbiBaTbCA Ha 3aKOHHbIX
OCHOBAaHUSX, cnpaBennveo
N NPO3payHO MO OTHOLLUEHUIO K CYyObEKTY
OaHHbIX (3aKOHHOCTb, CMpaBeaSIMBOCTb
N NPO3pPayHOCTb);

cobvpatbCa B YKa3aHHbIX  SABHbIX
W 3aKOHHbIX Lenax n obpabatbiBaTbes
WCKMIOYUTENBHO crnocobowm,
COOTBETCTBYIOLLMM 3TUM uensm
(ueneBoe orpaHuyeHue);

OblTb [OOCTATOYHLIMW, PENEBAHTHbIMU
W orpaHMynBaTbCA obbemom,
HeobXxoAMMbIM  C y4eTOM uenen  ux
obpaboTtkn  (MUMHUMM3aAUuA obbema
OaHHbIX);

OblTb TOYHBIMW U NPU HEOBXOAMMOCTHU
OBHOBMATLCH;  HETOYHble  AdaHHble
Heobxoammo HesameanMTenbHO
6e3Bo3BpaTHO yAanaTb nunm
ucnpaenATb  C  y4eToM Lenerl  ux
06paboTKM (TOYHOCTB);

XPaHNUTbCA TOJNIbKO B Te4deHune CpoKa,
HeobxooMMOro € Yy4yeToM Uuenem ux

06paboTkm MMM MHbIM  obBpasom
paspeLLeHHOro unu Tpebyemoro
B COOTBETCTBUU c NPUMEHUMbIM
3aKOHOAATENbCTBOM (orpaHunyeHune

CpoKa XpaHeHus).
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f)

protected against unauthorized or unlawful
processing and against accidental loss,
destruction or damage, using appropriate
technical or organizational measures
(integrity and confidentiality).

2.2. Legal grounds

Personal data must be processed on the basis
of the valid legal grounds. Valid legal grounds
are given if and to the extent any of the
following conditions applies:

b)

c)

d)

e)

f)

The consent of the data subject has been
obtained.

Processing is necessary for Holcim to
comply with a legal obligation.

Processing is necessary for Holcim to
perform a task carried out in accordance
with the legislative requirements or in
exercise of official authority vested in us.

Processing is necessary for Holcim to
perform or enter into a contract with the
data subject.

Processing is necessary for Holcim to
protect the vital interests of a data subject
or another person.

Processing is necessary for the purposes
of legitimate interests pursued by Holcim
or a third party unless there are overriding
interests, rights or freedoms of the data
subject.
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f)  ObITb 3awuileHbl C MCNONb30BaHWEM

Haanexawmx TEXHUYECKNX unm
OpraHn3aumOHHbIX mep oT
HEeCaHKLMOHMPOBaHHON unu
He3aKoOHHOM 00paboTkn u criy4yanHom
yTpaTsl, YHUYTOXEHMSA nnm
noBpeXaeHUst (uenocTHoCTb

N KOHMAEHUMANBHOCTB).

2.2. NpaBoBbLIe OCHOBaHUSA

[MepcoHanbHble OaHHble OOJDKHBbI
obpabaTtbiBaTbCs Ha  OEeWCTBUTENbHbIX
NpaBoOBbIX OCHOBaHWAX. [leNcTBUTENbHbIE
NpaBoBblE OCHOBaHMS MMEKTCA B Tex
criyyasix M B TOW Mepe, B KOTOpbIX
NPUMEHUMbI Kakne-nmbo 13 HUKeyKasaHHbIX
YCrOBUWIA:

a) Obino nonydeHo cornacue cybbekTa
OaHHbIX;

b) obpabotka Heobxoguma Holcim ans
cobntoaeHns npaBoOBOro
0b6s13aTensLCTBa;

c) obpaboTtka Heobxoguma Holcim ans
BbIMNOSNIHEHNA 3agayun, oOYyCroBreHHON

TpeboBaHUAMU AeNCTBYIOLLErO
3aKkoHodaTenbcTBa, WNM B pamKax
peanusauum npeaocTaBneHHbIX

HaM omunanbHbIX NOSTHOMOYNIA;

d) obpaboTtka Heobxoguma Holcim ans
MCNOJTHEeHNA UK 3aKI4YeHna goroesopa
C CYOBbEeKTOM [aHHbIX;

e) obpaboTtka Heobxoguma Holcim ansa
3aLMThl XKM3HEHHO BaXHbIX MHTEPECOB
cyGbekTa AaHHbIX UKW MHOTO NULA;

f) obpaboTka Heobxoauma ans
cobnogeHnss  3aKOHHbIX  MHTEPEecoB
Holcim nnm TpeTbero nmua
(B oTCyTCTBME NPeMMYyLLECTBEHHbIX

npae Unu ceobof cyobekTa AaHHbIX).



2.3. Accountability

Holcim has established appropriate rules and
procedures to demonstrate compliance of its
data processing activities with applicable law
and this Directive, in particular with the
principles of fair data processing. This includes
in particular documenting processing activities
in the Records of Processing Activities and
conducting data privacy assessments where
required (please refer to Section 10).

Where no such specific rules apply, Holcim
Staff must create and maintain appropriate
documentation demonstrating such compliance
of their specific data processing activities. This
must include at least any information required
to demonstrate

(&) the legal grounds and the purposes of
processing and

(b) compliance with the fair processing
principles set out above in this Section.

Holcim Staff must notify the local data
protection responsible of any personal data
processing activities and confirm
adequateness of their documentation.
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2.3. OTyeTHOCTb

Holcim paspaboTtana Hagnexaiune npasuna
N npoueaypbl, 4ToObl MMETb BO3MOXHOCTb
NPOAEMOHCTPUPOBATL COOTBETCTBME CBOMX
nencranm no obpaboTtke OaHHbIX
NPUMEHNMOMY 3aKoHOOaTeNbCTBY "
HacTosiwen [upektmBe, B  YaCTHOCTU
npuHuMnaMm  cnpasegnueor  obpaboTkm
OaHHbIX. OTO BKMlOYAeT, B YaCTHOCTW,
OOKYMEHTUpOBaHue AencTBuin no obpaboTtke
JaHHbIX B 3anucax o [JencteBusix no
06paboTKe AaHHbIX U NpU HEOBXOAMMOCTHU
npoBefeHne OLEHKM 3aLLnTbl NEPCOHANbHbIX
AaHHbIX (cM. pasgen 10).

Ecnn He npumeHsoTcAa  cneuuanbHble
npaswuna, MNMepconan Holcim gomkeH co3gatb
W BEeCcTM Haanexaiiyt [AOKYMEHTaLUMIo,
OEMOHCTPUPYIOLLYHO COOTBETCTBUE ee
KOHKPETHbIX nencTBui no obpaboTke
OaHHbBIX NPUMEHUMOMY 3aKOHOAATENbCTBY U
HacTosLEeN [OupekTtuee. Takasa
OOKYMEeHTaumMss  OOoJbkHa  BKMoYaTb, Kak
MUHUMYM, §OOYI0 MHGOPMaLUIo, KoTopasi
Heobxoanma, 4Tobbl NPOOEMOHCTPUPOBATD:

(2) npaBoBble ocHOBaHMSA ANt 06paGoTKM
n uenu obpaboTkuy;

(b) cootBeTcTBUE npUHUMNam
cnpaBegnueon  06paboTKM  OaHHbIX,
NpMBEAEHHbIM  Bbllle B HACTOSLLEM
pasgerne.

MepcoHan Holcim pomkeH yBegoMnATb
MECTHOe OTBETCTBEHHOE NuLO Mo 3aluuTe
OaHHbIX 0 NIOObIX AENCTBUSIX No obpaboTke
NnepcoHarnbHbIX AaHHbLIX U NOATBEPXAaTb UX
Haanexallee OKYMEHTMPOBaHNE.
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3.

User Roles and Access Right Concept

Access to any personal data processed by
Holcim must be strictly limited on a need-to-
know basis. Responsible Holcim manager must
define a user role for each function or group of
functions which has a need to access the data.
Holcim Staff who do not belong to a user role
may not get access to the personal data. The
scope of access must be differentiated and
limited for each user role to the minimum scope
of data required for the purposes for which the
data are processed and the tasks and
responsibilities of the relevant user role.
The access right concept detailing the access
rights for each user role must be transparently
documented in written form and must be easily
available for review and inspection. Access
right concepts should be approved by the local
data protection responsible.

4. Sensitive Data and Children’s Data

4.1. Processing conditions

Notwithstanding Section 2.2 above, valid legal
grounds for processing of personal data of
children under the age of 16 (or other age limit
defined under applicable law) or Sensitive Data
(as defined below) are given only if and to the
extent any of the processing conditions under
applicable law applies, in particular if

a) The data subject has given its explicit
consent, unless we are prohibited by the
applicable law to rely on such consent.
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3.

Ponu nonb3oBaTenen u KOHUeNUus
npaBe goctyna

HocTtyn k nobbiM NepcoHanbHbIM AaHHbIM,
KoTopble ob6pabartbiBaeTr Holcim, pomxkeH
OblTb CTPOrO OrpaHW4YeH Mo MNpUHUMNY
cnyxebHon HeobxoauMoCTH.
OTBeTCTBEHHbIN 3a obpaboTky
nepcoHanbHbiX AaHHbIX Holcim  gorkeH
onpegenuTb  ponb  nonb3oBatens  Aans
KaXkgowm (PyHKLMM unu rpynnbl YHKUURA, B
pamkax KoTopblX HEOBX0AUMO MMETb JOCTYN
K OgaHHbIM. lMepcoHan Holcim, Kk koTopomy
HenpumMeHnma onpeaeneHHas ponb
nonb3oBaTtens, He MOXeT MOoMny4YnTb AOCTYN
K COOTBETCTBYHOLLNM nepcoHarnbHbIM
AaHHbIM. O0beM gocTyna Ans Kaxaon ponm
nonb3oBartens DOIXKeH ObITb
onddepeHLmpoBaH " orpaHuyeH
MUHUMaTbHbIM obbemom JaHHBbIX,
HeobxooMMbIM B Lensax 06paboTkn AaHHbIX,
U MUHUMaNbHbIM obbemom 3apay
n obsa3aHHOCTEN, NPEeayCMOTPEHHbIX Ans
COOTBETCTBYIOLLIEA POMM  NoNnb3oBaTeNs.
KoHuenuus npaBa goctyna, onpegenstoLlas
npaea JdocTyna [AOns  Kaxgon  ponu
nonb3oBatens, [AdofmkHa  OblTb  YeTKO
3admkcupoBaHa B NMUCbMeHHoOW  dhopme
W OOMmKHa ObITb [OCTynNHa ans
O3HaKoMneHuss 1 nposepku. KoHuenuum
npaea [OCTyna OOMKHbl ObITb YyTBEPXKOEHbI
MECTHbIM OTBETCTBEHHbIM NULIOM MO 3allnuTe
[aHHBbIX.

4. KoHdwupeHUunanbHble AaHHblIe
M OaHHble aeTen

4.1. YcnoBusa o6paboTku

HeB3aupas Ha pasgen 2.2 BbiLLe,
OencTBUTENbHbIE NPABOBbIE OCHOBAHUS OIS
06paboTkM nepcoHanbHbIX AaHHbIX OeTen
B Bo3pacte Ao 16ner (unu B gpyrom
BO3pacTe, onpedenieHHOM B COOTBETCTBUM
C MPUMEHUMbIM 3aKoHO4AaTeNbCTBOM)
unu KoHdpunaeHumanbHbIX JaHHbIX
(B COOTBETCTBMM C MPUBELEHHBIM  HUXE
onpegeneHnem) MMerTCcs B TEX Cryvasx U B
TOW Mepe, B KOTOPbIX NMPUMEHUMbI Kakue-
nbo wm3  ycnosun 06paboTKM  AaHHbIX
B COOTBETCTBMM c NPUMEHNMBIM
3aKoHOOaTENbCTBOM, B YAaCTHOCTW ECHN:

a) Cy6'beKT OaHHbIX [Jan  CcBOEe 4ABHOE
cornacwue, ecnu npumeHnmMmoe
3aKoHOOaTeNIbCTBO He 3anpelwaet Ham
nonaraTtbCA Ha Takoe cornacue;



b) The relevant personal data have been
manifestly made public by the data
subject.

¢) The Processing is necessary for Holcim to
carry out obligations under employment,
social security or social protection law, or
a collective agreement.

d) The Processing is necessary for Holcim to
establish, exercise or defend against legal
claims or where courts are acting in their
judicial capacity.

Holcim Staff must contact the Data Protection
Team and obtain approval prior to commencing
any processing of Children’s' Data or Sensitive
Data. Any such processing activities must be
documented in the Record of Processing
Activities.

4.2. Definition

"Sensitive Data" for purposes of this Policy are
personal data concerning racial or ethnic origin,
political opinions, religious or philosophical
beliefs, trade union membership, sex life or
sexual orientations, criminal record, health
data, genetic data and biometric data.

5. Automated Decision Making / Profiling

5.1. Our legal obligations

Holcim must protect the rights of individuals in
relation to any automated decision making,
including profiling. This applies to the following
situations:
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b) cybbekt pgaHHbIX sBHO  caenan
COOTBETCTBYOLIUNE nepcoHanbHble
AaHHble 00LWeA0CTYNMHbIMY;

c) obpaboTtka HeobxoguMma Holcim ans

BbIMOSTHEHNS obs3aTenbcTBa,
npeaycMoOTpPEHHOro TPYOOBbIM
3aKoHOOATENbLCTBOM,

3aKoHOOATENbCTBOM 0 coumanbHOM

CTpaxoBaHUW UMK coLMnanbHOM 3almTe
W KONNEKTUBHbLIM JOFOBOPOM;

d) obpaboTtka Heobxoguma Holcim ans
nogayn, oOOCHOBaHMS MUCKa UMK
3alWMTbl MO UCKY WK ONst UCTOMHEHNs
3aKOHHbIX TpeboBaHuii cyaa.

[lo Havana ntobon 06paboTkn AaHHbLIX AETEN
nnu KoHdwmaeHUmanbHbIX AaHHbIX paboTHMK
Holcim pomkeH nonydnTb cornacue  no
3awmTe AaHHbIX Ha ux obpaboTky. Jlobble
Takve pgencteua no obpaboTke AaHHbIX
OOMKHbl OblTb 3adhmkcmpoBaHbl B 3anucax
0 OencTBusAx No obpaboTke AaHHbIX.

4.2. OnpepeneHue

TepmuH «CneumnanbHas Kateropus
nepcoHanbHbIX  OaHHbIX» AN Uenen
HacTosLLen MonnTurkm O3HavaeTt
nepcoHanbHble  AaHHbIE, Kacatowmecs
pacoBOW UMM STHNYECKOW NPUHAOSEXHOCTH,
NOMUTUYECKUX MHEHWUR, PEnUrMo3HbiX U
hrnocodckmx ybexaeHun, YneHcTBa
B MPOCOIO3HOW OpraHu3auumn, cekcyanbHom
XMU3HW WM CeKcyarbHOW  OpueHTauuw,
cBeJeHUn O CyguMMOoCTW, CBedeHUn o
COCTOSIHUM 3[0pOBbS, reHeTUYECKNX
cBeeHUn 1 BMOMETPUYECKMX AaHHbIX.

5. ABTOMaTMyeckoe NpuUHATUE
pewweHuni/popmMmupoBaHme npocpuns

5.1. Hawun npaBoBble 06s13aTenbCTBA

Holcim OOIKHa 3awmwaTb npasa
puU3nYeckux nuy B OTHOLEHUU nboro
aBTOMaTUYECKOro  MPUHATUS  peLUeHuid,
BKNto4as dopmmnpoBaHue npocuns.
OTO OTHOCUTCS K CUTYaLMUsM, B KOTOPbIX:



a) Holcim takes decisions which produce
legal effects or similarly significantly affect
individuals are taken based solely on
automated processing, i.e. without any
human intervention (automated decision
making) or

b) Holcim uses personal data to evaluate,
analyses or predict certain aspects
concerning an individual's performance at
work, economic situation, health, personal
preferences, interests, reliability, behavior
or location and movement by automated
processing.

Automated decisions are only admissible if they
are:

a) authorized by the applicable law; or

b) based on the individual’s explicit consent.

5.2. How we comply

Before any personal data are processed in any
of the above situations, Holcim must take
suitable safeguards to protect the rights of
individuals concerned. Holcim Staff must notify
responsible manager of the Data Protection of
any business activities which may involve
automated decision making or profiling.

Responsible  manager Data  Protection
approves the processing activity only if the
following processes are implemented and
documented:

a) Individuals are specifically informed about
the automated decision making and the
logic behind it.

b) Individuals have the right to obtain human
intervention, express their point of view
and request that the decision taken is
explained to them.
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a) Holcim npuHumaeT pelueHus, KoTopble
UMET nNpaBoBble MOCMEACTBUS UK
noao6HbIM o6pasom OKa3bIBalOT
CYLLECTBEHHOE BIUSIHWE Ha PU3NYECKNX
L,  UCKIIOYUTENBHO  Ha OCHOBaHWUU
aBToMaTnyeckon o6paboTKM OaHHbIX,

T.e. Ges yyacTusi yernoBseka
(aBTOMaTMYeckoe MPUHSITUE pPeLLEeHUI)
unm

b) Holcim wucnonb3yeT nepcoHanbHble
JaHHble Ana OuEeHKW, aHanmMsa unm
NPOrHO3MpoBaHus C NMOMOLLIbIO
aBTomMaTnyeckon 006paboTkMm [aHHbIX
onpefeneHHbIX acnekToB B OTHOLLEHUN

appekTnBHOCTH paboThl,
3KOHOMUYECKON CUTyaLuKn, COCTOSIHUS
300pOBbS, nepcoHasnbHbIX
npeanoyYTeHun, WHTEpPEeCoB,
HaEXHOCTH, noBeneHns unu

MeCTOHaxoxXxgeHma un nepemMeleHus
(*)VI3VI‘-IeCKOI'O nnga.

ABTOMaTMYeEckoe npuHAaTHne
OonycTuMo, TONbKO €Cln 3TO:

peLueHnn

a) paspelueHo
3aKoHO4ATENbLCTBOM MIK

NPUMEHNMbIM

b) genaetcs c SAABHOIO
dusnyeckoro nuua.

cornacua

5.2. Kak mbl obecneunBaem cobnrogeHue
HOpPMaTUBHbIX TpeboBaHUM

o o6paboTkn nobbIX NepcoHanbHbIX
OaHHbIX B nobon 13 BblWeyKazaHHbIX
cuTyauum Holcim JOJKHa NPUHATH
Hagnexawme Mepbl On8  3aWuTbl  Npas
COOTBETCTBYOLLNX dumsnyeckmx nmu,.
PaboTHukn Holcim pgomkeH yBegoMuTb
OTBETCTBEHHOrO0 PYKOBOAMTEMNS MO 3awuTe
JaHHbIX O NOObIX AEeNCTBUAX, CBA3aHHbIX
C aBTOMATUYECKMM  MPUHATUEM  pPELUEHUN
unu popmmnpoBaHuem Npoguns.

OTBeTCTBEHHbIA pykoBOAUTENb MO 3aluTe
OaHHbIX opobpsieT gencteusa no obpaboTtke
AaHHbIX, TOJTbKO ecniu BHeOpeHbl n
OOKYMeHTarbHO 3adpMKCUpPOBaHbI
cnefytoLwme npoueccsi:

a) dwusnyeckme nuua MHdopmupyoTcst 06
aBTOMATUY4ECKOM MNPUHATUM  PELLEHMNI
N NOTVKE TaKOro MPUHSITUSA PELLEHNIA;

b) ¢wmsnyeckne nuua umerdT npaBo Ha
BMeLLaTeNbCTBO YerioBeka, BblpaXkeHue
CBOEN TOYKM 3pEeHusi, a Takke MMeloT
npaBso  notpebosaTtb, 4TOObl UM
0OBACHUINN NPUHSATOE pPeLLEHUE;



¢) Individuals have the right to challenge the
decision.

6. Information of Data Subjects
6.1. Our legal obligations

Where personal data relating to an individual
data subject are collected from the data subject
or a third party, Holcim must provide the data
subject with certain information as defined by
applicable law in aconcise, transparent,
intelligible and easily accessible form, using
clear and plain language, in particular for
information addressed specifically to a child.

A data subject means an identified or
identifiable natural person whose personal data
is subject to processing.

7. Data Subject Rights
7.1. Our legal obligations

Under certain circumstances and subject to
certain exemptions, individuals whose personal
data are being processed by Holcim (e.g.
employees, customers or other business
partners) may have the following rights in
relation to their personal data under applicable
law:

d) Rectification of inaccurate or incomplete
personal data.

e) Restriction (pausing or  stopping)
processing of their personal data.

f)  Erasure (deletion) of their personal data.

g) Objection against the processing of their
personal data.
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C) duanyeckMe nuua BNpaBe OCMNOPUTb
pelleHue.

6. WHdpopmauumsa o cybbekTax AaHHbIX
6.1. Hawun npaBoBble 06siI3aTenbLCTBa

Ecnv nepcoHanbHble [OaHHble, MMeloLme
OTHOLUEHne K CyObekTy  AaHHbIX —
dunsnyeckomy nmuy, cobmpatroTcsa y cyobekra
OaHHbIX uUnun TpeTbero nuua, Holcim gormkHa

npefocTaBuTb CyobekTy [AaHHbIX
uHcpopMaumio,  KoTopas  onpegensieTcs
NpUMEHUMbIM 3aKOHOZaTeNbCTBOM, B

cxaTon, npo3payHon, NMOHATHOMN "
nerkogocTynHonm opme € UCNONb30BaHUEM
MOHSITHOTO M MPOCTOro S3blka, B 4YaCTHOCTU
WHpopMaumo, cneumnanbHO aapeCcoBaHHYHO
pebeHky.

Cy6bekT JaHHbIX Oo3HavaeTt
naeHTUnLMpoBaHHoe unu
naeHTuduumpyemoe usmyeckoe nmuo, Yobm
nepcoHanbHble  daHHble  MogBeprakwTcs
obpaboTke.

7. TMpaBa cy6beKkTa gaHHbIX
7.1. Hawun npaBoBble 06s3aTenbCTBa

lMpn onpepeneHHbIx obcToATeNbCTBAX U C
y4yeToMm onpegeneHHbIX WCKIIOYEHUI
dusmdeckme nuua, Yol MNEepPCOHarnbHble
AaHHble obpabatbiBaeT Holcim (Hanpumep,
COTPYOHWKK, 3aKa34mKkv Unv gpyrve genosble
napTHepbl), B COOTBETCTBUN C MPUMEHVNMbIM
3aKOHOAATENbCTBOM MOryT umeTb
B OTHOLLEHMN WX MepCoHasbHbIX AaHHbIX
npaBso:

d) Ha ycTpaHeHue HeTovyHOCTEW WU
HEMoJIHOTbI MEPCOHArbHbIX AaHHbIX;

€) orpaHuyeHue (BpemeHHoe unm
NMOCTOSIHHOE) obpaboTku nx
nepcoHarnbHbIX AaHHbIX;

f)  ypaneHue (6e3Bo3BpaTHOE yganeHue)
NX NepcoHanbHbIX AaHHbIX;

g) BO3paxeHue npoTuB
MX NepcoHarbHbIX AAHHbIX;

obpaboTkn



h) Data Portability: Request that their
personal data are delivered in a structured,
commonly used and machine readable
format either to themselves or directly to a
third party if technically feasible.

i) refuse from transfer of personal data
abroad or to any third party.

7.2. How we comply

Holcim has established procedures to ensure
that Holcim complies with data subject rights
and timely, comprehensively and transparently
responds to any data subject requests.

The details and procedures are set out in the
relevant Holcim guidelines which must be
observed by all Holcim Staff. Responsible
manager of the Data Protection is responsible
for dealing with and responding to any data
subject requests. Holcim Staff must promptly
notify responsible manager of the Data
Protection of any data subject requests and
cooperate with him in accordance with the
relevant guidelines. Data protection requests
are properly documented and recorded by
responsible staff.

7.3. Dealing with data subjects and other
data protection matters

Responsible manager of the Data Protection is
exclusively responsible for any data subject
requests, complaints, claims, questions,
requests and any other communication or
dealings with data subjects or other third parties
(e.g. the media) in relation to data protection
matters.

8. Direct Marketing
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h) nepeHocMMOCTb AaHHbIX: NoTpeboBaThb,
4YTOObI X NEpPCOHanbHbIE AaHHbIE BbINK
nepefaHbl B CTPYKTYPUPOBAHHOM,
LLNPOKO ncnosnb3yemMom
n MawwmHouYnTaemom oopmaTte nmbo nm,
nmMbo  HEMOCPEACTBEHHO  TpeTbeMy
niuy, ecnu aTo TEXHUYECKN
OCYLLIECTBMMO.

i) oTkasaTbcs oT TpaHCrpaHU4HOM
nepeaaym nepcoHarnbHbIX AaHHbIX U/Mnu
OT UX Nepedayn TpeTbuUm nuuam.

7.2. Kak mbl obecneunBaem cobnrogeHue
HOpPMaTUBHbIX TpeboBaHUN

Holcim paspaboTtana npoueaypbl, KoTopbie
rapaHTMpytoT cobnogeHne Holcim npas
cybbekTa AaHHbIX N CBOEBPEMEHHOE,
BceobObemnioLLee 1 Npo3payHoe
pearupoBaHue Ha nobble 3anpockl cybbekTa
OaHHbIX.

MogpobHas wHdOpMauma un  npoueaypsbl
npuBeaeHbI B COOTBETCTBYIOLLEM
pykoBogctee [pynnbl  Holcim, koTopoe
OOmkHO cobnopgaTtbess BceM [lepcoHanom
Holcim. OTBETCTBEHHbIN  pyKOBOAUTENb
Mo 3aliMTe AJaHHbIX OTBeYaeT 3a 06paboTky
BCEX  3arMpocoB  CYObLEKTOB  AaHHbIX
1 pearnpoBaHmne Ha Hux. CoTpyaHmkn Holcim
OOMKEeH He3aMeanuTenbHO  YBeAOMINATb
OTBETCTBEHHOrO PYKOBOAMTENHA MO 3awute
OaHHbIX O MObIX 3anpocax CybbekToB
OaHHbIX W B3aMMOZENCTBOBaTb C HUMM MO
BONPOCaM 3aLuThbl AaHHbIX B COOTBETCTBUY C
NPMMEHNMbIM  PYKOBOACTBOM. 3anpocbl O
3alWMTe [OaHHbIX Hagnexawum obpasom
OOKYMEHTUPYIOTCS N permcTpupyoTcs
OTBETCTBEHHbLIM COTPYOHUKOM.

7.3. PaboTa ¢ cyObekTamum gaHHbIX
M ApYyrMMu acnekTamum 3awmThbl
AaHHbIX

OTBeTCTBEHHbIA pyKoBOAUTENb MO 3aluTe
OaHHbIX HeceT NCKMIOYNUTENBHYIO
OTBETCTBEHHOCTb  3a 06paboTky  nobbix
3anpocos, *anob, TpeboBaHuin, BONPOCOB "
nobbix  gpyrux  cooblleHun  CyOBbEKTOB
OaHHbIX 1 32 B3aUMOENCTBUE C CyObeKTamm
OaHHbIX M OPYTUMKU  TPETBUMW  NMuamu
(Hanpumep, CMW) no Bonpocam 3aliuTbl
OaHHbIX.

8. TMMpsimon mapkeTuHr

10
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8.1.

a)

c)

8.2.

a)

Express consent must be obtained from
the individuals concerned prior to sending
any marketing communication to an
individual (including contact persons
working for a customer organization),
unless

we have obtained such individual's contact
details during a previous order and the
marketing relates to similar products and
services as previously ordered and

the individual is clearly and distinctly given
the opportunity to object to any marketing
communication, free of charge and in an
easy manner.

Holcim Staff must therefore comply with
the following rules prior to sending any
advertising or marketing material to
specified individuals:

You should not send marketing material by
email unless the recipient has expressly
consented in advance or Holcim has
obtained their email address in the course
of providing similar products or services to
them (or in the course of negotiating to do
S0).
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8.1.

8.2.

a)

Mepen OTMNpaBKon Kakux-nmbo
MapKeTUHIOBbIX coobLeHuni
dhusnyeckomy nuuy (Bkntovas
KOHTaKTHbIX nmy, opraHu3aumu
3aKkasyvka) Heobxogumo  MNOMy4MTb
SIBHOE cOrnacve COOTBETCTBYHOLLErO
dm3nyeckoro nuua Ha  OTNpaBkKy,

3a UCKITi0O4eHneMm criydaeB, Korga

Mbl MOMYYUAN  KOHTAKTHble AaHHbIE
Takoro WU3MYEecKoro nvua B pamkax
npeablayLlero 3akasa u MapkeTMHroBoe
coobLeHne OTHOCUTCS K npoAayKTam
n ycnyram, nogobHbiM TeMm, KOTopble
Obinn 3akasaHbl paHee, u

dusnyeckomy Ny SBHbIM "
HeOBYCMbICNEHHbIM  06pa3om  Gbina
AaHa BO3MOXHOCTb GecnnaTHO 1 Nerko
oTkasaTbCA OT MOMy4YeHuss MobbIx
MapKeTMHIOBbIX COOBLLEHWIA.

MepcoHan Holcim pomkeH cobniogaTb
cnegylowmne npasBuna A0 OTNpaBKK
NoBbIX pEKNaMHbIX UM MapPKETUHIOBbIX
MaTepuanoB YykasaHHbIM r3nMYeCKnM
nuuam.

3anpellaeTtcs OTNpaBnsiTb
MapKeTUHIoBble mMaTtepuarnbl no
3NEKTPOHHOW MoYTe, ecrnv nonyyartenb
npeaBapuTENbHO He BbIpa3un Ha 37O
ABHOE cornacue nnun Holcim
He nofny4yuna ero agpec 3MNeKTPOHHOW
noyTel MpuM MNpedocTaBrleHun  emy
nogobHbIX  MPOAYKTOB MM ycnyr
(vnn B npouecce npoBeneHust
NeperoBopoB O NMpefoCTaBNEHUN TaKuX
NPOAYKTOB UMW YCNyr).

11
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b)

c)

d)

Individual's consent (marketing
permission) must be obtained for any
relevant communication channel you
intend to use (e.g. email, telephone calls
and SMS) and must be clearly and
properly documented to demonstrate
compliance and handle objections.
Consent forms and mechanisms to store
and document consent must be approved
by the Legal and the Data Protection
Team.

You must ensure that individuals who have
notified us that they do not want to receive
marketing material or who have withdrawn
their consent are not contacted.
Appropriate registers must be maintained
for reference to ensure that Holcim
complies with this obligation.

Any direct marketing message must
clearly and distinctly give the individual the
opportunity to object to any marketing
communication, free of charge and in an
easy manner. Relevant wording must be
approved by the Legal and the Data
Protection Team.

Transfer of Personal Data

Personal data may be transferred to
recipients within Holcim Group or to third
parties only to the extent such transfer is
permitted under applicable law, required
and appropriate.
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b)

c)

d)

HomkHo ©ObITb MoMydYeHo cornacue

dusmyeckoro  nuua  (paspelueHuve
Ha nony4eHune MapKETUHrOBbIX
MaTepuanos) ans noboro
COOTBETCTBYHOLLErO kaHana

KOMMYHWKaLWK, KOTOPbIA Bbl HAMEPEHDI
ncnosib3oBaTtb (Hanpumep,
3MIEKTPOHHasA  noyta, TenedOoHHble
3BOHKM U SMS-coobLleHunst), Npyu 3TOM
Takoe cornacue [AOMKHO ObITb YeTKO

W Haanexawmm obpasom
3adMKCUPOBAHO OOKYMEHTanbHO,
4YTOObI obecneuntb BO3MOXHOCTb
NPOOEMOHCTPMPOBATL cobntogeHne
HOPMaTUBHbIX TpeboBaHui
W yperynupoBsaTtb Bo3paxeHusi. bnaHku
n MeXaHN3Mbl ans XpaHeHus
N OOKYMEHTUPOBaHUS cornacus

OOIMKHbI ObITb 0A00peHbI KOpnanyeckum

otgenom u KomaHgon no 3awurte
[aHHbIX.
Heobxogumo  ybeantbcss B TOM,

YTO MapPKETUHIOBbIE mMartepuarnsl
He HanpaBnATCA PU3NYECKUM nnLaMm,
COOOLUMBLLMM HaM O CBOEM HeXenaHun
UX nonyyatb WU OTO3BaBLUMM CBOE
cornacue. JOomKHbI BECTUCb
COOTBETCTBYIOLLNE PEECTPbI B KAYECTBE
CrMpaBOYHOM  WHpopmauun,  4TOObI
obecneunTtb cobniogeHue 3Toro
06s13aTenbcTBa CO CTOPOHbLI Holcim.

B nwobomM npsiMOM MapKETUHIOBOM
Cco00LLEeHUN hU3NYEeCKOMY NULY AOSPKHA
SIBHbIM W HEABYCMbICMEHHbIM 00pa3om
ObITb AaHa BO3MOXHOCTb OecnnaTHO U
nerko oTKasaTbCs OT nonyyeHns
MapKeTUHIOBbIX COOOLLIEHUA.
CoOTBETCTBYIOLLMI TEKCT AOIMKEH ObITh
ogobpeH HOpuanyeckum otgenom wu
KomaHaon no 3aliurte gaHHbIX.

Mepeaaya nepcoHanbHbIX AaHHbIX

rlepCOHaJ'Ibele OaHHble MOryT ObITb

nepefaHbl nonydyatenam B [pynne
Holcim wnu TpeTbMm nuuam, TONbKO
ecnm Takas nepegaya  OaHHbIX
paspelueHa B COOTBETCTBUMU
C NPUMEHMMbIM 3aKoHOOdaTeNbLCTBOM
M siBNsAeTcs HeobxoaMmon

W Haanexatuen.

12
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9.1.

Holcim has established a Data Transfer
Guideline  which describes legal
requirements for data transfers and
procedures to be observed by Holcim Staff
in detail.

In particular, the following rules apply to
personal data transfers:

Third Party Transfers

Holcim has established procedures to
ensure that any transfer of personal data
to a third party recipient, whether acting as
processor on behalf of Holcim or as
controller, complies with applicable law. In
particular, any such data transfer must be
based on an appropriate data processing
agreement which complies with the
requirements under applicable law and if
necessary — on the basis of the consent of
the data subject for processing. These
requirements apply in particular when we
engage third party vendors and service
providers (such as IT service providers,
payroll providers, IT freelancers or data
destruction companies) who process
personal data on our behalf.

Holcim has established guidelines on
engaging vendors and entering into data
processing contracts with recipients of
personal data which explain how to identify
data transfers and the legal requirements
for the required processing agreements.
They also set out the applicable Holcim
procedures which must be observed by all
Holcim Staff.
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OvpekTua «O6wme npaBmna 3awmTbl AaHHbIX» Holcim © Bee npasa 3awwiueHsl. Pespanb 2020 r.

9.1.

Holcim paspa6boTtana PykoBoacteso no
nepegave OaHHBbIX, B KOTOPOM
noapobHO onucbiBalOTCA  NpaBOBble
Tpe6OBaHI/IF| B OTHOLUeHWM nepeaadun
JaHHbIX U npoueaypbl, KOTOpble JOIMKEH
cobntogatb MNepcoHan Holcim.

B 4acTHOCTH, K
NepcoHarnbHbIX  AaHHbIX
cnegyowne npasuna.

nepenaye
MPUMEHNMbI

I'Iepe,qaqa TPeTbUM NMnuam

Holcim paspabotana npoueaypsbl, YToObI
rapaHTupoBaTtb, 4To nobass nepepada
nepcoHanbHbIX OaHHbIX Monyyareno —
TpeTbeMy NuLUy, BbICTynawwlemy B
kayecTBe 06paboTyMKa AaHHbIX OT MMEHU
Holcim wnn B KadecTBe KOHTporepa,

OCYLLECTBNAETCA B COOTBETCTBUM €
NPUMEHUMbIM  3aKOHOOATENNIbCTBOM. B
yacTHocTK, nwbaa Takas nepegada

OaHHbIX [OOIPKHa OCYLLECTBNATbCA Ha
OCHOBaHWM Hagnexallero cornawleHus
06 obpaboTke JaHHbIX,
COOTBETCTBYHOLLIETO TpeboBaHUsIM
NPUMEHNMOTO 3aKoHOAATENbCTBA, a Npu
HeoOxoOMMOCTM — Ha  OCHOBaHWM
cornacus cyobekta Ha obOpaboTky. B
4YacTHOCTMH, aTn TpeboBaHNAM
NPUMEHNMbI, KOrda Mbl 33a4eNCcTByeMm
MOCTaBLUMKOB  TOBApOB  WMM yCnyr —
TpeTbUx Nuy (Takmx Kak noctasmkn NT-
ycnyr, MNOCTaBLUMKX YCAyr MO pacyeTy

3apaboTHOM nmaTthbl, punaHcepbl B
chepe WUT wmm  KOoMOaHuMM MO
YHUHTOXEHUIO OaHHbIX), KOTOpble

O6pa6aTbIBal0T nepcoHalbHble OaHHble
OT Hallero MMeHn.

Holcim paspaboTtana pykoBOACTBO MO
paboTe C nocTaBLLMKaMU U 3aKMTHYEHUIO
[oroBopoB no o6paboTke AaHHbIX
C nony4yaTensmu nepcoHanbHbIX
OaHHbIX, B KOTOPOM pa3bsCHEHO, Kak
noeHTnrumMpoBaTh nepeaady gaHHbIX,
a Takke npuBedeHbl TpeboBaHus
3aKkoHogaTenbcTBa K  CornalleHusiv
06 06paboTke AaHHbIX. B Hem Takke
npvBeAeHbl NPUMEHMMbIE NpOLEeaypbI
Holcim, koTopble AomkHbl cobniogaTbes
BceM [epcoHanom Holcim.
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9.2.

9.3.

Responsible manager of the Data
Protection and the Holcim legal functions
are responsible for supporting Holcim Staff
in identifying data transfer situations,
assessing if a data transfer is permitted
and concluding the appropriate
contractual agreements. Such
agreements should oblige third party
vendors who process personal data on our
behalf to comply with this Directive
accordingly.

Cross-border Transfers

A transfer of personal data to a recipient
located in a country outside of the RF that
does not provide adequate data protection
safeguards, is only admissible if additional
safeguards accepted under applicable law
are taken. Such safeguards include in
particular agreeing with the recipient the
standard contractual clauses adopted by
the RF or similar legal instruments
approved by a supervisory authority.

Holcim Staff must comply with the specific
procedures for cross-border data transfers
as set out in the Holcim Data Transfer
Guidelines.

Intra-Group Transfers

The above principles apply to personal
data transfers between Holcim Group
affiliates ("Intra-Group Transfers")
accordingly, as there is no legal privilege
for such transfers.
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9.2.

9.3.

OTBETCTBEHHbLIN  PYKOBOAWUTEMb MO
3awmTe gaHHbIX 1 KOpugnyecknin otaen
Holcim oTBevaloT 3a npegocraBneHue
MepcoHany Holcim nopgaepxkn B 4actu
noeHTumkauun cuTyaumin nepegayu
[aHHbIX, npaBoBOW OLIEHKM
JONyCTUMOCTM  nepefavn  AaHHbIX
N 3aKNYeHus COOTBETCTBYIOLLNX
cornalleHun. Takne cornatleHus
[OMKHbl 0643biBaTb MOCTaBLUUKOB —
TpeTbuX nuu, obpabaTbiBatowmnx
nepcoHarnbHble [AdaHHble OT Hallero
UMEHK, COOTBETCTBYWOLIMM obpasom
cobnogatb HacTosLwyo [MpekTuBy.

TpaHcrpaHuM4yHas nepegava gaHHbIX

lMepegaya nepcoHamnbHbIX — AaHHbIX
nonyyateno,  KOTOPbIA  HaxoauTcs
B CTpaHe 3a npegenamn P® u He
obecneunBaeT Hagnexawme Mepbl
3alWTbl OAHHbIX, OOMYCKAETCS TOMbKO

npu ycrnosum NPUHATUS
[OMNOSTHUTENbHbIX mMep 3aWmThI
B COOTBETCTBMM c NPUMEHNMbIM
3akoHoOOaTenbLCTBOM.  Takue  mepbl
3aWmnThl BKMNIOYatoT, B YaCTHOCTMW,
cornacosaHue c nonydarenem
CTaHOapTHbIX  YCNOBMWA  OOroBOpa,
NPUHATBIX Po, nnun NoAo00OHbIX
OOKYMEHTOB MpaBOBOro  xapakTepa,

O,El,06peHHbIX HaA30pPHbIM OpraHoM.

MepcoHan Holcim pormkeH cobniogatb
cneumanbHble npoueaypsbl
TPaHCrPaHUYHOM Nepefayn  AaHHbIX,
npusegeHHsle B [lonutnke Holcim no
nepegaye OaHHbIX.

MNepepaya AaHHbIX BHYTpU Mpynnbl

BblweykasaHHble NPUHUMNBI
NPUMEHNMBbI K Nepefaye nepcoHarbHbIX
JaHHbIX  Mexay addunupoBaHHbIMU
nmuamun  pynnel  Holcim  (nanee —
«Mepegava gaHHbIX BHYTPU [pynnbiy),
MOCKOSbKY Ha TaKyko nepenavy AaHHbIX
He pacrnpoCTPaHATCA HpUaNYecKne
npuBueriu.
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In order to avoid a multitude of bilateral
agreements, Holcim has established an
Intra Group Data Transfer Agreement
which covers the key intra-group data
streams and serves to meet the
accountability and documentation
requirements under applicable data
protection law.

Prior to starting any business activity that
may result in an Intra-Group Transfer,
Holcim Staff should notify responsible
manager of the Data Protection. The
responsible manager will confirm whether
the data transfer is permitted by applicable
law, covered by the Intra Group Data
Transfer Agreement and make any
amendments to the Intra Group Data
Transfer Agreement which may be
required.

10. Records of Processing Activities

10.1. Maintaining the Holcim Records

Holcim maintains records of personal data
processing activities to the extent required
by the applicable law and in accordance
with applicable law for each legal entity
within Holcim Group.

The Data Protection Team is responsible
for maintaining and updating the records.

Holcim General Data Protection Directive © February 2020
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YT100BbI n3bexartb
pasnnyHbIX  Bepcumn
cornaweHun, Holcim
CornaweHve O nepegjaye OaHHbIX
BHYTPU pynnsl, B KOTOpOM
ONpeaensitoTcs  KIN4YeBble  MOTOKU
OaHHbIX BHyTpuM [pynnbl u KoTOpoOe

NCNONb30BaHUS
OBYXCTOPOHHUX
paspaboTana

obecneuynBaeT cobntoaeHue
TpeboBaHuit K OTYETHOCTU
N OOKYMeHTarnbHoOMy ochopMreHuto,

npenycMoTpeHHbIM NPUMEHNMbIM
3aKoHOOaTeNIbCTBOM O 3aLUUTEe AAHHbIX.

MNepen Hauanom noObIX [EWCTBUN,
KoTopble MOryT npmsectu Kk llepepaye
OaHHbIX  BHYTpWM [pynnbl, [lepcoHan
Holcim pomkeH yBegoMWTb O HUX
OTBETCTBEHHOrO  pyKOBOAUTENSA MO
3awmute  AaHHbIx.  OTBETCTBEHHbIV
pykoBoguTenb MO 3aluTe AaHHbIX
OOIDKEeH NoATBepAMTb, paspelleHa nu
nepegada [daHHbIX B COOTBETCTBMM
C NMPUMEHUMbIM  3aKOHOAATENbCTBOM,
pacnpocTpaHseTcs N Ha  Hee
CornaweHne o nepegade OaHHbIX
BHYTPU [pynnbl, n BHecTM nobble
Heobxoaumble nonpasku B CornaiueHune
0 nepegave AaHHbIX BHYTpU [pynnbl.

3anucu o gencTBUsIX No ob6paboTke
AaHHbIX

10.1. BepeHue 3anucen Holcim

Holcim Bepet 3anucu o genctBusiX no

o6pa60T|<e nepcoHarbHbIX  AaHHbIX
B COOTBETCTBUN Cc NPUMEHNMbIM
3aKkoHOoOaTeNIbCTBOM anda KaXXgoro

topugudeckoro nuua Mpynnel Holcim.

KomaHga no 3awuTe gaHHbIX oTBe4YaeT
3a BejeHne n aktyanumsauuro 3anucen.
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10.2. Notification of processing activities

11.

Holcim Staff members and organizational
functions (e.g. HR, Sales, IT, IT Security,
Accounting) who use, sponsor, monitor,
manage or are otherwise involved in a
processing activity must notify responsible
manager of the Data Protection of the
processing activity as early as possible
(e.g. already in the planning phase of a
project). In case of doubt, Holcim Staff
must contact the responsible manager of
the Data Protection to obtain guidance
whether a processing activity must be
included in the Records.

A processing activity is any business
activity, technology, product, service,
IT system or application and any other
activity which involves processing of
personal data.

Examples: New products which process
personal data (e.g. a smart meter),
a camera surveillance system, an access
control system, a new customer data base,
a new employee performance review
system, GPS location of company
vehicles, a cashless pay system for the
cafeteria, outsourcing of activities or
functions to a third party.

Prevention of "Shadow IT"

Holcim Staff are not permitted to engage
in any processing of personal data which
has not been reviewed for compliance with
data protection law and approved by
responsible manager of the Data
Protection (also known as "Shadow IT").
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10.2. YBegomneHue o AeNCTBUAX

11.

no obpaboTke faHHbIX

MepcoHan Holcim 1 dyHKLMOHamNbHbIE

nogpasgeneHus (Hanpumep,
OTpen ynpaeneHus rnepcoHarnom,
OTpen npogax, OTpen
MHGOPMALIMOHHBIX TexHonorui, OTaen
NT-6esonacHocTy, Byxrantepus),
KOTOpble  WUCMOMb3YIT, CMOHCUPYHOT,
OTCnexusalT [OEeWCTBUS, YrNpaensoT
OEVCTBUSIMA MMM UHbIM ~ 0Gpasom
3a4eNCTBOBaHbI B OENCTBUSIX
no obpaboTke OaHHbIX, OOJIDKHbI
yBEeOOMIATb OTBETCTBEHHOIO
pyKOBOAWUTENS MO 3alnTe AaHHbIX

0 geATenbHOoCTM No obpaboTke AaHHbIX
Kak MOXHO paHblue (Hanpumep, yXxe Ha
aTane nnaHuMpoBaHwWsi npoekTta). B
crniyyae  BO3HWMKHOBEHMSI  COMHEHMN
MNepcoHan Holcim [omkeH YTOYHUTL
y OTBETCTBEHHOIO  pyKOBOOUTENS MO
3almTe AaHHbIX, OOMMKHbI NN AENCTBUSA
no obpaboTke ObITb  BKMOYEHbI
B 3anucu.

HenctBns no obGpaboTke [aHHbIX —
37O Ntobble  OEeNCTBUS,  TEXHOMOrUs,
NPOAYKT, ycnyra, NT-cuctema
unu npunoxeHne un nwboe apyroe
OenicTBMe, KoTopble MoapasymeBaeT
06paboTKy OaHHbIX.

MpumMepbl: HOBble NPOAYKThI, KOTOPbIE
o6pabaTbiBatOT NepcoHarnbHble AaHHble
(HanpMep, YMHBIR CYETYUK); cucTema
BMAEOHabMNAeHNs; cucTeMa KOHTpons
jocTyna; HoBas 6a3sa OaHHbIX
3aKa34yMKoB; HOBasi cucTema MpOBEPKM
appekTnBHOCTM paboTbl nepcoHana;
GPS-ngeHTndmkaums
MECTOMONOXEHUS TPaHCMOPTHbIX
CcpeacTB KOMMaHuu; cuctema
0e3Hann4yHbIX pacyeToB ans
KadpeTepus; nepegaya JencTeum
U OYHKUMIA Ha ayTCOPCUHI TPETbEMY
nmuy.

MpepoTBpalweHune TeHeBbix UT

MepcoHany Holcim 3anpeLeHo
y4acTBOBaTb B obpaboTke
nepcoHarnbHbIX OaHHbIX (Takke
n3BecTHon kak TeHeBble WT), koTopas
He ©Obina mMpoBepeHa B  4acTu
COOTBETCTBUS 3aKoHOOAaTeNbCTBY
0 3almMTe  [JaHHbIX M opobpeHa

OTBETCTBEHHbLIM
3alinTte daHHbIX.

pykoBogutenem no
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a)

b)

c)

d)

Shadow IT may expose Holcim to
significant legal, reputational and financial
risks for the following reasons:

Shadow IT is not included in record of
processing activities and, thus, cannot be
included in responses to data subject
requests.

Compliance with data protection law
requirements is not monitored and
ensured.

Data breaches in Shadow IT are not
monitored and, thus, cannot be reported
timely to the authorities or data subjects.

Data security standards may fall short of
Holcim standards.

12. Data Protection Impact Assessments

12.1.

Our legal obligations

If required by the applicable law Holcim
entities shall conduct and document a data
protection impact assessment ("DPIA") for
certain types of "high risk" data processing
activities.

The DPIA is an "assessment of the impact
of a planned data processing activity on
the protection of personal data". It is only
required, if an activity is "likely to result in
a high risk for the rights and freedoms of
natural persons".
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OvpekTua «O6wme npaBmna 3awmTbl AaHHbIX» Holcim © Bee npasa 3awwiueHsl. Pespanb 2020 r.

a)

b)

c)

d)

12.

12.1.

TeHeBble nT MoryT npuBecTu
K BO3HWKHOBEHWIO y Holcim
CYyLLeCTBEHHbIX HOPUANYECKMX,

penyTaumoHHbIX U (DMHAHCOBbLIX PUCKOB
no crneaylLwnm npuynHam.

TeHeBble T He BKIOYAOTCA B 3anmcb

gencteui  no  obpaboTke  AaHHbIX
N, COOTBETCTBEHHO, He MoOryT OblTb
BKIMIOYEHbl B OTBETbl Ha 3anpochl
CyObEKTOB AaHHbIX.

He oTcrnexnsaeTcs n He
obecneunBaeTcs cobntogeHne
TpeboBaHuin 3aKkoHogaTenbCTBa

no 3awnTte gaHHbIX.

Mpn TeHeBbix UT He oTcnexuBatoTcs
YTEUYKM [aHHbIX W, COOTBETCTBEHHO,
HEBO3MOXXHO CBOEBPEMEHHO COOOLNTL

o Takux yTeuykax JaHHbIX
YMNONTHOMOYEHHbIM opraHam
NN cyobekTam daHHbIX.

CraHpgapThl obecneyeHns
Ge3onacHOCTU AaHHbIX MOryT ObITb
HUXe, yem COOTBETCTBYOLLME

ctaHgapTbl Holcim.

OueHKa BNUAHUA 3aWUTbl JaHHbIX
Hawmn npaBoBble ob6sA3aTenbCcTBa

Ecnn ato Ttpebyetcs B cooTBeTCTBUM
C MPMMEHMMbIM  3aKOHOAATENbCTBOM,
KoMnaHum Holcim AomkHbl BbINOMNHATL
OLEHKY BNUSHMS  3alnTbl  OaHHbIX
(DPIA) pgns onpegeneHHbIX TUMOB
gencteui  no  obpaboTke  AaHHbIX,
KOTOpble OTHOCSITCS K BbICOKOMY PUCKY,

" OOKYMEeHTarnbHO odopmMIATb
ee pesynbTaThl.

OueHka BRUSAHUA  3alUTbl  JaHHbIX
ABNAeTcH «OLIEHKOM BINSAHNA
3annaHnpoBaHHbIX JencTeum

no obpaboTke AaHHbIX Ha  3awuTy
nepcoHanbHbIX AaHHbIX». [poBeneHuwe
Takon oOuUeHKMn Heobxoaumo, TOmMbKO
€CNnn «CyLlecTByeT BEPOATHOCTb, YTO
[encTeme nosredveT 3a cobol BbICOKUI
puck onst npae u ceobon OU3N4eckmx
nuu».
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12.2. How we comply

Holcim has developed a DPIA process on
the basis of the guidance of the
supervisory authorities which is managed
by the responsible manager of the Data
Protection and supported by the owners
and staff involved in relevant processing
activities. The details and the process are
defined in the Holcim DPIA Guidelines
which must be complied with by Holcim
Staff.

Holcim Staff members who own or are
involved in a processing activity which may
require a DPIA must notify the Data
Protection Team as early as possible (e.g.
already in the planning phase of a project).
The DPIA must be carried out prior to
starting the processing activity. It should
be started as early as is practicable in the
design of the processing operation even if
some of the processing operations are still
unknown.

No processing activities which may require
a DPIA may commence prior to approval
by the Data Protection Team and
completion of the DPIA (where required).

The Data Protection Team is responsible
for appropriately documenting the DPIA
and its result, including any information
gathered, identified risks, advice of the
Data Protection Officer (DPO), decisions
and their reasons as well as remedial
measures taken.
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12.2. Kak mbl obecneynBaem

co6noaeHne HOpMaTUBHbIX
Tpeb6oBaHuM

Holcim paspabotana Ha  OCHOBe
PYKOBOACTBA  HaA30pHbIX  OpraHoB
MPOLECC OLEHKA BMVSHWUS  3alUWThbI
OaHHbIX, KOTOPbIA  OCYLLEeCTBMAAETCH
noa ynpaBneHnem OTBETCTBEHHOIO
pyKOBOAWUTENSA MO 3awute AaHHbIX U
nogaepxuBaeTcs nvuamu,
OTBETCTBEHHbLIMM 3a COOTBETCTBYOLLME
nencteus  no  obpaboTke  AaHHbIX
N BOBMEYEHHbIM B HMX MNEpPCOHanom.
MoppobHass uHdopmauua n npouecc
npveeaeHsl B PykoBoacTtee Holcim no
OUEHKE BIUSIHMS  3alUMTbl  [aHHbIX,
KOTopoe AormkeH cobntogate MNepcoHan
Holcim.

MNepcoHan Holcim, koTopbIn BbICTYNnaeT
B ponu nuua, OTBETCTBEHHOrO 3a
COOTBETCTBYIOLLEE aencTeune no
06paboTke  OaHHbIX, AN KOTOpPOoro
MOXeT noTpeboBaTbCs OLeHKa BIUSHUS
3alWTbI AAHHbIX, MW NPUHUMAET B HEM
yyacTue, OOMKEeH yBeooOMUTb 06 3TOM
KomaHgy no 3awmte AaHHbIX Kak MOXHO
paHblwe (Hanpumep, YyXe Ha JTane
nnaHumpoBaHus  npoekrta).  OueHka
BMMAHNS 3alUThbl JAaHHBLIX JOIMKHA ObITb
BbIMOMHEHA OO0 Hadana [AencTBus Mo
06paboTke AaaHHbIX. OHa gormkHa 6bITb
HayaTa Kak MOXHO paHblle Ha aTane
pa3paboTkn onepaumm no obpaboTke
OaHHbIX, [OaXe ecnvM HekoTopble U3
onepaumi no obpaboTke AaHHbIX eLe
He M3BECTHbI.

K BbINONHEHMIO AecTBUIN Mo 06paboTke
AaHHbIX, and KOTOPbIX MOXeT
I'IOTpe6OBaTbC$| OoLeHKa BIMNAHUA
3aWKUTbl  AaHHbIX, MOXHO MNPUCTYMNUTL
TONbKO nocne ux oaobpeHus Komaxgoi
Mo 3awWuTe [AaHHbIX W 3aBepLUeHus
OLIEHKM BIIMSIHUS 3aLUUTbI AaHHbIX (€Cnu
€€ BbINofHeHMe Heo6XxoaNMO).

KomaHaa no 3awuTe AaHHbIX oTBeYaeT
3a Hagnexailee  OOKyMeHTanbHoe
0hOpMITEHNE OLIEHKN BMNSHUSA 3aLLUTbI
OaHHbIX N ee pe3ynbTaToB, BKIYasi
BCHO cobpaHHyto WHopmaumtio,
naoeHTNULMpOBaHHbIE puUcKn,
KOHCynbTaumm pykosogutens Otaena
no sawwute AaHHbiX (DPO), pelueHus

n nx obocHoBaHus, a Takke
npeanpuHaTblie KOppeKTupytoLmne
JencrTeus.
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Holcim Staff remains primarily responsible
to monitor the activity and notify the Data
Protection Team of any changes which
may require a DPIA. The Data Protection
Team is responsible for determining
adequate audit and updating cycles to
confirm continuing compliance of the
processing activity.

13. Data Retention and Deletion Directive

Personal data may not be retained and stored
for longer than required. This means that
Holcim needs to delete personal data when

a) they are no longer needed for the
legitimate purposes for which they had
been processed,

b) we are no longer required under
applicable law or by order of an authority
to retain them and

Cc) no exemption applies which requires or
permits that we continue to retain the data.

An exemption will typically apply if we need the
data for the establishment, exercise or defense
of legal claims.

Holcim Data Retention and Deletion Directive
implements these legal requirements which
must be complied with by all Holcim Staff.
Holcim Data Retention and Deletion Directive is
complemented by local policies which define
the specific retention periods applicable to the
relevant jurisdiction or entity and other local
rules and procedures.
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MepcoHan Holcim npopomkaeT HecTn
OCHOBHY0 OTBETCTBEHHOCTb
3a oTCrexnBaHune OencTBuin
n ygegomneHne KomaHabl no 3awmte
OaHHbIX O NOOLIX UBMEHEHUSAX, KOTOPbIE
MoOrytT  noTtpeboBatb BbINOSHEHUS
OLEHKN BIUSAHMS  3alUMTbl  AAHHbIX.
KomaHga no 3awmrte gaHHbIX oTBeYaeT
3a onpegeneHue Hagnexalumx LMKIoB
ayguTa M akTyanusaumm ans
NOATBEPXKAEHUS NMOCTOSIHHOTO
COOTBETCTBMSA AencTBuin no obpaboTke
OaHHbIX YCTAHOBMNEHHbIM TpeboBaHNAM.

13. OupeKTuMBa 0 XpaHEeHUU U ypJaneHum
AaHHbIX

3anpelaetcs  xpaHuTb W yOoepXueaTtb
nepcoHanbHble daHHble Aofiblue, Yem 3To
Heobxoaumo. JTo 3HayuT, 4Tto Holcim
AOMmKHa yaanuTb MepcoHanbHble AaHHble,
Korpa:

a) oHu Gonblue He TpebyoTcA B 3aKOHHbIX

uensx, B KOTOpbIX OHU
obpabaTbiBanuch,
b) oHu oonblue He TpebytoTcs

B COOTBETCTBUN Cc NPUMEHNMbIM
3aKoHOOaTeNIbCTBOM U YKa3aHUEM
YNOJIHOMOYEHHOro opraHa
0 HeobXxoaAMMOCTH NX XpaHeHuna n

C) He MNPUMEHUMbl HMKaKUEe WCKIYEHUS,
COrNacHO KOTOPbLIM Mbl JOIMKHbI UMW HaM
paspeLlleHo MNpoaoskaTe XPaHUTb 3TU
OaHHble.

WckntoyeHne obbl4HO MPUMEHMMO, €CININ HaM
HeobXxoauMbl  OaHHble, 4TOObl noaaTb,
obocHoBaTb MUCK unuM obecnevnTb 3awuTy
Mo MCKy.

OupektnBa Holcim o xpaHeHuu n yganeHuu

OaHHbIX  BHegpsieT  3TM  TpeboBaHus
3aKoHoaaTenbCTBa, KoTopble [OMmKeH
cobntogatb  Becb  [lepcoHan  Holcim.

OupektnBy Holcim o xpaHeHun v ypaneHum
OaHHbIX [OMOSHAKT MECTHbIE MOSNIUTUKN, B
KOTOPbIX onpepensaiTcs KOHKpeTHble
nepvoabl XpaHeHUs1 OaHHbIX, NPUMEHUMbIE
B COOTBETCTBYIOLLEN OPUCOAMKLUUN uUnu Ans
COOTBETCTBYIOLLE OpraHu3aumn, a TaKkke
MeCTHble nNpaBuna n npouenypsl.
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14.

Privacy by Design & Default

Privacy by Design & Default applies as a
principle for the lawfulness of processing of
personal data under applicable law.

Applying Privacy by Design & Default at Holcim
means the following:

a)

b)

Privacy by Design: From the beginning of
any new service or business process that
makes use of personal data we must take
action (such as pseudonymisation) to
minimize personal data processing and
comply with the data protection laws
principles (such as data minimization).

Privacy by Default: We must take action to
ensure that, by default, in each business
activity we only process the personal data
that are necessary, to an extent that is
necessary, and only store data as long as
necessary for the purpose.

Holcim has established a Privacy by Design &
Default Guidelines which gives Holcim Staff
practical guidance on how to apply Privacy by
Design & Default in practice and explains
Holcim's relevant procedures which must be
observed by all Holcim Staff.
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14. lpoekTupyemas sawumra
nepcoHasbHbIX AAaHHbIX U 3aWuTa
nepcoHarbHbIX AaHHbIX
no ymonyaHuio

Mpoektupyemasi 3awmta nNepcoHanbHbIX
AaHHbIX 1 3aliMTa NepcoHanbHbIX AaHHbIX MO
YMOMYaHUio  NPUMEHMMA  Kak  MpUHLUN
obecneveHus 3aKOHHOCTHU 0bpaboTku
nepcoHanbHbIX [OaHHbIX B COOTBETCTBMM
C NPUMEHUMbIM 3aKOHOAATENBLCTBOM.

MNpumeHeHne B Holcim npoekTupyemon
3alunTbl NepPCOHanbHbIX AaHHbIX U 3aLUMThbI
NepcoHanbHbIX [aHHbIX MO YMOMYaHuio
O3HavyaeT HMxecneaywoLlee.

a) [poektnpyemas 3awuTa
nepcoHanbHbIX  AaHHbIX.  UHUUMMpYS
kakon-nnbo cepBuc MM BM3Hec-
npouecc, KOTOpbIN ucnonbayet

nepcoHarnbHble AaHHble, Mbl OOSKHbI
npeonpuvHATE  OENCTBMSA  (Takme  Kak
ncesgo MUHUMM3aLMNS), 4YTOOBbI
MWHUMM3NPOBATb 0obpaboTky
nepcoHarnbHbIX AaHHbIX M 0becnednTb
cobnogeHve NPVHUUMNOB
3aKoHogaTenbCcTBa O 3aluTe AaHHbIX
(Hanpumep, npuHUMNA MUHUMKU3ALUK
OaHHbIX).

b) 3awwuta nepcoHanbHbIX AaHHbIX MO
yMon4yaHuto. Mbl JOMKHbI NPEANPUHSATD
OencTBust, YTobbl 06ecneynTb B pamkax
Kaxxgoro genctens obpaboTky TONbKO
HeobX0AMMbIX NepPCOHaNbHbLIX AaHHbIX U
XpaHeHWe [AaHHbIX TONbKO B TeyeHue
Cpoka, HeoBX0AMMOro C y4eTOM Lenu.

Holcim paspabotana PykoBoactso no

NMPOeKTUPyeMON  3alumTe  MepcoHarnbHbIX
[AaHHbIX U 3aLUTE NepCoHarnbHbIX AaHHbIX MO
yMOT4aHutio, KoTopoe ABnseTca
NpakTUYeCKUM PYKOBOACTBOM ansa

[NepcoHana Holcim B OTHOLWEHUN TOro, Kak
Mbl MPUMEHSIEM Ha MpPaKTUKE MPUHLUMbI
NPOEKTMPYEMOWN  3aLUTbl  MEPCOHANbHbIX
OaHHbIX U1 3alUMTbl NEepPCOHanbHbIX AaHHbIX
Mo YMOMYaHUI0, U B KOTOPOM pa3bsACHATCA
cooTBeTCcTBYylOWMe  npouedypbl  Holcim,
KOTOpble  OOIDKHbI  cobnogatbcs  BCEM
MNepcoHanom Holcim.
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15. Data Security

15.2. Holcim Data Security Standards

Holcim must implement appropriate state of the
art technical and organizational measures to
protect the integrity and security of personal
data and prevent accidental or unlawful
destruction, loss, alteration, unauthorized
disclosure of, or access to personal data
transmitted, stored or otherwise processed.

Data security standards applied shall include
inter alia the following:

(a) the pseudonymisation and encryption of
personal data;

(b) the ability to ensure the ongoing
confidentiality, integrity, availability and
resilience of processing systems and
services;

(c) the ability to restore the availability and
access to personal data in a timely manner
in the event of a physical or technical
incident;

(d) a process for regularly testing, assessing
and evaluating the effectiveness of
technical and organizational measures for
ensuring the security of the processing.

The Holcim data security standards shall be
constantly monitored and regularly audited for
continuing adequateness and compliance with
applicable law.

The Data Protection Team is responsible for
providing appropriate training to Holcim Staff in
relation to compliance with the data security
policies.
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15. O6ecneyeHue 6e3onacHoOCTn
AaHHbIX

15.2. CraHpapTbl o6ecneyeHus
6e3onacHOCTU AaHHbIX Holcim

Holcim pomkHa BHegpuTb Hagnexaiume
nepenoBsble TeXHU4eckue
W OpraHu3aunoHHble Mepbl MO 3awuTe
uenocTtHocTu n obecneveHunto 6e3onacHoOCTu
nepcoHarnbHbIX AAaHHbLIX Y NPeAoTBPALLEHUIO
CMNy4YamHOro UM HE3aKOHHOTO YHUYTOXEHMUS,
yTpaTsl, N3MEHEHWS,
HeCcaHKLMOHUPOBAHHOTIO packpbITUS
nepcoHanbHbIX  OaHHbIX WM gocTyna
K nepegaBaeMblM UMM MHbIM ~ 0Bpasom
obpabaTbiBaeMbIM NepPCoHanNbHbIM AaHHbIM.

MpumeHnmble  cTaHgapTbl  obecneyeHus
6e3onacHOCTN AaHHbIX OOMKHbI BKIHOYaTb
cpeau npoYero:

(a) nceB@O MUHMMM3AUMIO U LUIMGPOBaHUE
nepcoHanbHbIX AaHHbIX;

(b) cnocobHoCcTb 0BecneunTb MOCTOSHHYHO
KOHUAEHUNANBHOCTb,  LIENOCTHOCTb,
OOCTYNHOCTb M paboTocnocoBbHOCTb
cucTtem UM cepBucoB no obpaboTke

OaHHbIX;
(c) cnocobBHocTb CBOEBPEMEHHO
BOCCTaHaBMNMBaTb OOCTYNHOCTb

nepcoHarbHbIX AaHHbIX 1 OOCTYN K HUM
B Cnyvae q)I/I3I/ILIeCKI/IX NN TexXHN4YecKnx

WHLUWOEHTOB;
(d) npouecc ans perynsipHoro
TECTUPOBaHUSA " OLLEHKM
3hhEKTUBHOCTH TEXHUYECKNX

N OpraHun3aumnoHHbIX Mep obecrneyeHus
©e3onacHoCcTn 06paboTkM AaHHbIX.

CtaHpaptbl obecnevyeHuss GesonacHoOCTU
OaHHbIX Holcim [OJTKHBbI MOCTOSIHHO
OTCNeXmBaTbCA UM MPOBEPATLCA B 4acTu
MX COOTBETCTBUSA NpUMEHNMOMY
3aKoHOAaTeNbLCTBY.

KomaHga no 3awmte [OaHHbIX OTBe4vaeT
3a Hagnexauwlee ob6ydyeHne [lepcoHana
Holcim no Bonpocam cobntogeHust NonnTuk
obecneyeHnss 6e30MacHOCTU AaHHbIX.
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Supervisors, Human Resources and other
functions in charge are responsible for
enforcing the data security policies and
ensuring that any breach results in appropriate
disciplinary action and additional training or
support, where appropriate.

16. Data Breach Response Procedure

Holcim has established a Data Breach
Response Procedure which defines the
processes and measures to:

a) respond to a Data Breach, including the
immediate steps and measures that must
be taken when a Data Breach is identified
to mitigate any damage and risk to Holcim
or affected individuals, as well the roles
and responsibilities for managing a
response to a Data Breach; and

b) comply with the Company’s relevant
obligations under applicable privacy and
data protection legislation, including any
obligations to timely notify Data Breaches
to supervisory authorities or affected
individuals.

A "Data Breach" is any actual or suspected
breach of security leading to the accidental or
unlawful destruction, loss or loss of access to,
alteration, unauthorized disclosure of or access
to, or other misuse involving Holcim Data, in
particular personal data.

All Holcim Staff and any contractors who
process personal data on behalf of Holcim must
make themselves familiar and comply with the
Data Breach Response Procedure.

17. Breach of this Directive
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PykoBoautenu, OTpen ynpaBneHus
nepcoHanom U1 Apyrmve OTBETCTBEHHble
dYHKUNOHAmMbHbIE noapasgaenexHunsi
oTBeYalT 3a  NpPUMEHEHne NONUTUK
obecnevyeHns 6e3onacHocTH JaHHbIX,
3a NpMMeHeHne Hagnexallmnx

AVCUMNIIVHAPHbIX MEp B CyYae HapyLLEHW,
3a pgononHutenbHoe obydyeHMe U 33
npegocTaBneHne noaaepxKu.

16. Mpouenypa pearnpoBaHusi Ha YyTEUKY
AaHHbIX

Npynna Holcim paspa6otana [lpoueaypy
pearmpoBaHus Ha YTeYKy JaHHbIX, B KOTOPOM
onpeperneHbl NPoLEecchl U Mepbl:

a) pearypoBaHWs Ha YTeYKy [OaHHbIX,
BKNno4Yaa HemenneHHble warn u mepbl
B Cry4ae BbISIBNEHUS YTEYKU OaHHbIX,
HanpaBfeHHble  Ha  MWHUMK3ALMIO
ywepba u puckoB ansg Holcim wnu
32/1eiCTBOBaHHbIX (PMU3NYECKUX NuL, a
TaKkKe poNivM U OTBETCTBEHHOCTb MO
yrpaBneHno pearnpoBaHmem Ha YTeuky

[JaHHbIX;
b) cobniogeHus COOTBETCTBYHOLLMX
obsa3aTenbCcTB KomnaHun,
NpeayCMOTPEHHbIX NPUMEHUMbIM
3aKoHOAaTeNbLCTBOM o 3awuTe
NnepcoHanbHbIX  AaHHbIX, BKNtoYas
nobble obsizaTtenbcTBa no
CBOEBPEMEHHOMY yBEOOMIIEHUIO
HaA30pPHbIX opraHoB unu

3a0€eNCcTBOBaHHbIX  (pU3NYecknx nuy,
06 YTeuke gaHHbIX.

YTeuka gaHHbIX — 3TO ntoboe dakTnyeckoe
mnn npegnonaraemoe HapyLueHne
BesonacHocTw, npuBeflwee K Cry4yanHoOMy
UNU HenNnPaBOMEPHOMY YHUUTOXEHUIO, yTpaTe
OanHbix Holcim nnn notepe goctyna K HUM,
UX W3MEHEHUID, HECaHKLUOHNPOBAHHOMY
PacKpbITUIO UMM NOMYYEHUIO OOCTyNa K HUM
nnbo K WHOMY HenpaBoMepHOMY
MCnonb30BaHUD JaHHbIX Holcim, B
YaCTHOCTW NEePCOHanNbHbIX JAHHbIX.

Becb [lepcoHan Holcim u  nwobble
noapsaYmKu, KoTopble  obpabaTbiBatoT
nepcoHarnbHble OaHHble OT mmeHu Holcim,
OOMKHbI  03HakomuTbes ¢ MNpouenypon
pearMpoBaHWsi Ha yTeYKY [aHHbIX U
cobntoaaTh ee.

17. HapyweHue HacTosiwen OUpeKTmBbI
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3.

All Holcim Staff are required to make
themselves familiar and comply with this
Directive. Breaches of this Directive may give
rise to disciplinary procedures and may result
in disciplinary sanctions.

18. Supporting Documentation

The Group Executive Committee mandates the
Holcim Data Protection Committee to adopt any
necessary supporting documentation for the
implementation of this Directive such as
Procedures and Guidelines.

Requirements and related MCS

As per the Minimum Control Standard 11
(Personal data protection) applicable version.
Reporting
1. Corporate level
a) Holcim Group Executive Committee
The Group  Executive  Committee
approves creating, changing or

suspending this General Data Protection
Directive.
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Becb MepcoHan Holcim DOIKeH
03HAKOMUTbLCA C HacToswen [OdupekTusown
n cobnogate ee. B cnyvae HapyweHus
HacTodwen OupekTnBbl MOTYT NPUMEHATHCS
AncumnnuHapHble npoweaypsbl
¥ ONCUMNITMHAPHBIE MEPBI.

18. ConytcTByrOLan AOKYMeHTauus

McnonHuTenbHbIN KomuTeT Mpynnbl
npukasbiBaet KomwuteTy Holcim no 3awwute
OaHHbIX  yTBEpAUTb BCHO  HeobGXoanmyro
CONYTCTBYIOLLYIO OOKYMEHTaLUuo ans
peanu3aunn HacTodwen OupekTuBbl, Takyto
kak Npoueaypsbl 1 PykoBoacTtaa.

TpeboBaHUA 1 COOTBETCTBYHOLLUUN
cTaHAapT MMHUMarbHOro
KoHTpons (MCS)

B cooTBeTCTBUM C LEWCTBYHOLEN BEpCUEN
CraHgapta MUHUManNbHOTO  KOHTpons 11
(3awwmTa nepcoHanbHbIX AaHHbIX).

Cdepbl OTBETCTBEHHOCTU
1. KopnopaTuBHbIN YPOBEHb

a) UcnonHutenbHbIn KomuteT pynnbl
Holcim

WcnonHutenbHbin  komuTteT  [pynnbl
YTBEPXOAAET Co3aaHne, U3MEeHEHNe unm
NMPUOCTaAHOBKY [EWCTBMSA HacTosILen
Ounpektmebl «O6LWMe npaBuna 3auTbl
OAHHbIX».
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b) Group Data Protection

c)

Committee
responsible for the area covered by the
Directive

Group General Counsel and Compliance
Officer, Group HR Director, Group
Finance Director and Group Chief
Information Officer are responsible for the
area covered by the General Data
Protection Directive, for approving any
necessary supporting documentation for
the implementation of this Directive such
as Procedures and Guidelines, and for
submitting the changes to this General
Data Protection Directive to the Group
Executive Committee approval.

Group Data Protection Officer ("DPO")
and Group Data Management Office
(“DMO!!)

Group Data Protection Officer leads the
activity of the Group Data Management
Office and promotes data protection
compliance and best practice in setting
and maintaining standards and
procedures across the Group. The DPO
evaluates the existing data protection
framework to identify potential gaps in data
protection processes within all Group
subsidiaries.

The DPO advises, monitors and reports on
the implementation of this Directive,
maintains, proposes amendments and
revises where necessary the Group
General Data Protection Directive and its
supporting documentation (Directives,
Procedures, Guidelines).
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b) KomuteTt no 3awmte gaHHbIx Fpynnbl,

c)

OTBEeTCTBEHHbIN 3a ccepy AencTBUA
OupekTuBbl

"eHepanbHbIN FOPUCKOHCYMbT
W OODKHOCTHOE MuLO MO BOMpocam
HOpMaTUBHOrO perynupoBaHus [pynnsl,
avpektop [pynnbl No  ynpaBneHuto
nepcoHanomM, (PUHaAHCOBLIA LUPEKTOP
pynnbl M rNaBHbIN MHPOPMALMOHHbIV
avpektop pynnbl oTBevaloT 3a cdepy
nenctens OQupektumsbl «O6LWMe npasuna
3alWmnTbl  OaHHbIX», 3a ofobpeHue
nobon conyTcTBYHOLLEN JOKYMEHTaL M,
HeobxoavmMon ans peanu3auuu
HacTosiwen [npekTmBbl, TakoM Kak
Mpoueaypbl 1 PykoBoacTBa, a Takke 3a
npencrasneHue N3MEHEHUN
K Hactosiwen  [OupektuBe  «O6Lwme
npaeuna 3awuTbl AaHHbIX» Ans WX
opobpeHus NcnonHutenbHbIM
komuTeToMm [pynnbl.

PykoBoguTtenb OTgena no 3awure
AaHHbIX Mpynnbl (DPO) n Otgen
no ynpaeneHuto gaHHbIMU
Mpynnbi (DMO)

Pykosogutens Otgena
AaHHbIX Ipynnbl
AeATEeNbHOCTbIO

no sawmrte
pykoBOAUT
OTpena no
yrpaBreHunio JaHHbIMMK Mpynnbl
n cnocobecTeyeT cobntoaeHnto
HOpMaTUBHbIX TpebGoBaHWliA Mo 3aluuTe
OaHHbIX W peanu3auun nepenoBblxX
MEeTOAMK MO CO34aHUI0 1 akTyanusauum
cTaHgaptoB UM npoueayp B [pynne.

Pykosogutens OTgena no 3awmure
AaHHbIX Mpynnbl oLieHMBaeT
CYLLEeCTBYIOLLYIO HOPMaTtuBHyto 6asy

Mo 3aluTe AaHHbIX, 4YTOObl BbISABUTL
noTeHumManbHble Npobenbl B npoleccax
3aWnTbl OaHHbIX BO BCEX [O0YepHUX
npeanpusaTuax Cpynnbi.

Pykosogutens OTgena no 3awmure
OaHHbIX Mpynnbl npegocTtasnseT
KOHCynbTaLuMu No BONpocaM BHEAPEHWUS
HacTosilwen [dupekTuBbl, OTCNexXuBaeT
ee BHeApeHve, npepocrasnseT
COOTBETCTBYIOLLYD OTYETHOCTb, Npu
HeobxoaMMocCTH aKkTyanusumpyet
n nepecmatpuaeT Oupektuy «Obwme

npaBuna 3awuTbl AaHHbIX» [pynnbl
N CONYTCTBYIOLLYIO AOKyMeHTaUMIo
(dvpekTmBbl, Mpoueaypesl,
PykoBoacTtsa).
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The DPO acts as the independent
Responsible Person for Data Protection in
accordance with relevant data protection
laws including but not limited to Swiss
Federal Data Protection Act (DSG) and
European General Data Protection
Regulation. Locally appointed Data
Protection Officers (where required by the
applicable law), Data  Protection
Responsible are functionally responsible
to the DPO in the area of Data Protection.

Country level

Country CEO

Each country CEO is responsible for the Group
Company’s compliance with this Directive and
shall delegate responsibilities for specific tasks to
the local data protection responsible and to
different organizational functions and units.
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Pykosogutens OTgena no 3awmure
OaHHbIX [pynnbl JencTByeT B KadecTBe
HEe3aBMCKMMOro OTBETCTBEHHOIO finua no
3awmre AaHHbIX cornacHo
COOTBETCTBYIOLLEMY 3aKOHOAATENbLCTBY
O 3awWwuTe [aHHbIX, BKIKOYad cpeau
npo4ero denepanbHbIn 3aKOH
LWseviuapun O 3awwmTe nepcoHanbHbIX
paHHbix  (DSG) wn  [eHepanbHbIf
pernameHT EC 0 3awwmTe
nepcoHarnbHbIX OaHHbIX. Mpw
HasHayveHun pykosoguTtensa OTtgena no
3almTe AaHHbIX Ha JIOKANbHOM YpPOBHE
(ecnm aTo HeO6XO0OUMO B COOTBETCTBUM
C NPYMEHUMbIM 3aKOHOAATENbCTBOM)
OTBETCTBEHHblE nNuUa No  3awure
OaHHbIX MOAOTYETHbI  PYKOBOAMTENIO
Otpena no 3awmTe AaHHbX [pynnbl
B cdhepe 3alumTbl JAHHbIX.

YpoBeHb CTpaHbI

FeHepanbHbIM QUPEKTOP Ha YPOBHE
CTpaHbI

Kaxabll reHepanbHbI OAUPEKTOP Ha YpOBHE
CTpaHbl oTBeYaeT 3a cooTBeTcTBME KomnaHum
pynnbl HacTosiwen [OupekTmBe W LOSMKEH
nepegatb OOS3aHHOCTU MO  BbIMNOMHEHUIO
onpeaeneHHbIX 3agay MECTHOMY
OTBETCTBEHHOMY nuLy MO 3aliMTe [AaHHbIX
N pasnuyHbIM PYHKUMOHAMNBHBIM
nogpasgeneHusam n otTaenam opraHusauum.
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Definitions and Abbreviations / OnpeaeneHus u cokpaleHus

(Alphabetical order) / (8 annghagumHom nopsidke)

Example / lpumep
BoD / C/] Board of Directors /
CoBeT OMpPEKTOPOB
CEO /] Chief Execut|ye Officer /
["eHepanbHbI AMPEKTOp
CFO / O/ Chief Flnanczlal Officer /
®durHaHCOBbIV ANPEKTOP
CET | KOuK Corporate Financing and Treasury / )
KopnopaTtusHblie hUHAHCHI 1 KAa3HAa4YeNnCcTBO
CH / XK Corporate Holding Companies, Corporate Holdings /
KopnopaTtnBHble XONANHIOBbIE KOMNAHWMU, KOPNOPATUBHbBIE XONANHIU
CLCO Chief Legal and Compliance Officer /
[vpekTop no npaBoBoMy o0b6ecneyeHunto u Hag3opy
Data Protection Officer /
DPO
PykoBogutens Otgena no 3awmre AaHHbIX
Data Management Office /
DMO
OTgen no ynpaeneHnio 4aHHbIMU
DPR Data Protection Responsible / OTBeTCTBEHHOE NMLO NO 3aLUMTE SAHHbIX
Holcim Group, referring to the consolidated Group including all Corporate Holding
and Operating Companies. /
Group / l'pynna

'pynna Holcim, 4To o3Ha4aeT KOHcoNMAnpoBaHHyto [pynny, BKNoYasa Bce
BXOASLUME B HEE XONOMHIOBbBIE U ONEepPaLMOHHbIE KOMMNAHUN

Group affiliated
company/

subsidiary /
ApunuposaHHas
KoMmnaHus//0o4epHss
Kkomnarus pynnbl

Refers to a company where Holcim has control, regardless of whether

it is a Corporate Holding company or an Operating Company. When it is referred
to as a subsidiary, it comprises all its governing bodies, including its board, board
committees and executive management. /

KomnaHnus, koHTponupyemas Holcim, He3aBMCMMO OT TOrO, ABMNSETCH OHa
XOMAVHIoBOW Mnu onepaumoHHon komnaHwnen pynnel. Ecnv peys naget o
A0YEepHEeN KOMMaHnm, B 3TO NOHATME BKIOYAIOTCA BCE ee PyKOBOASALLME OpraHbl, B
TOM 4KCrie COBET AMPEKTOPOB, KOMUTETLI COBETa ONPEKTOPOB M UCMOMNHUTENbHOE
PYKOBOACTBO

HR /OYIl Human Resources / Otgen ynpaBneHusi nepcoHanom
IDTA Intra Group Data Transfer Agreement /

CornalueHue o nepegave gaHHbIX BHYTpU Mpynnel
MCS Minimum Control Standards /

CTaHﬂ,aprl MWHUMAJIbHOIo KOHTpOInA
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